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DATA PRIVACY TERMS 

These Data Privacy Terms ("DPT") set out the data protection 
obligations that apply when Makersite GmbH ("Makersite") processes 
personal data on behalf of the customer ("Customer") in connection 
with the Platform and services provided under the Customer 
Agreement ("Agreement"). These DPT are incorporated into and form 
part of the Agreement. In the event of any conflict, these DPT prevail 
over the remainder of the Agreement with respect to the processing 
of personal data. No separate signature is required. These DPT take 
effect automatically when the Agreement is accepted. 
 
Part I  
 
 

STANDARD CONTRACTUAL CLAUSES BETWEEN CONTROLLER 
AND PROCESSOR ACCORDING TO COMMISSION DECISION (EU) 

2021/915 
 

SECTION I 
 

Clause 1 
Purpose and scope 

 

(a) The purpose of these Standard Contractual Clauses 
(the Clauses) is to ensure compliance with Article 
28(3) and (4) of Regulation (EU) 2016/679 of the 
European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with 
regard to the processing of personal data and on 
the free movement of such data of such data, and 
repealing Directive 95/46/EC (General Data 
Protection Regulation). 

(b) The controllers and processors listed in Annex I 
have agreed to these Clauses in order to ensure 
compliance with Article 28(3) and (4) of Regulation 
(EU) 2016/679 and/or Article 29 (3) and (4) of 
Regulation (EU) 2018/1725. 

(c) These Clauses apply to the processing of personal 
data as specified in Annex II. 

(d) Annexes I to IV are an integral part of the Clauses. 

(e) These Clauses are without prejudice to obligations 
to which the controller is subject by virtue of 
Regulation (EU) 2016/679 and/or Regulation (EU) 
2018/1725. 

(f) These Clauses do not by themselves ensure 
compliance with obligations related to 
international transfers in accordance with Chapter 
V of Regulation (EU) 2016/679 and/or Regulation 
(EU) 2018/1725. 

 
Clause 2 

Invariability of the Clauses 
 

(a) The Parties undertake not to modify the Clauses, 
except for adding information to the Annexes or 
updating information in them. 

(b) This does not prevent the Parties from including 
the standard contractual clauses laid down in 
these Clauses in a broader contract, or from 

adding other clauses or additional safeguards 
provided that they do not directly or indirectly 
contradict the Clauses or detract from the 
fundamental rights or freedoms of data subjects. 

 
Clause 3 

Interpretation 
 

(a) Where these Clauses use the terms defined in 
Regulation (EU) 2016/679 or Regulation (EU) 
2018/1725 respectively, those terms shall have the 
same meaning as in that Regulation. 

(b) These Clauses shall be read and interpreted in the 
light of the provisions of Regulation (EU) 2016/679 
or Regulation (EU) 2018/1725 respectively. 

(c) These Clauses shall not be interpreted in a way 
that runs counter to the rights and obligations 
provided for in Regulation (EU) 2016/679 / 
Regulation (EU) 2018/1725 or in a way that 
prejudices the fundamental rights or freedoms of 
the data subjects. 

 
Clause 4 

Hierarchy 
 
In the event of a contradiction between these Clauses and the 
provisions of related agreements between the Parties existing 
at the time when these Clauses are agreed or entered into  
thereafter, these Clauses shall prevail. 
 

Clause 5 
Docking clause 

 

(a) Any entity that is not a Party to these Clauses may, 
with the agreement of all the Parties, accede to 
these Clauses at any time as a controller or a 
processor by completing the Annexes and signing 
Annex I. 

(b) Once the Annexes in (a) are completed and signed, 
the acceding entity shall be treated as a Party to 
these Clauses and have the rights and obligations 
of a controller or a processor, in accordance with 
its designation in Annex I. 

(c) The acceding entity shall have no rights or 
obligations resulting from these Clauses from the 
period prior to becoming a Party. 

 
SECTION II – OBLIGATIONS OF THE PARTIES 

 
Clause 6 

Description of processing(s) 
 
The details of the processing operations, in particular the 
categories of personal data and the purposes of processing for 
which the personal data is processed on behalf of the 
controller, are specified in Annex II. 
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Clause 7 
Obligations of the Parties 
 

7.1. Instructions 

(a) The processor shall process personal data only on 
documented instructions from the controller, 
unless required to do so by Union or Member State 
law to which the processor is subject. In this case, 
the processor shall inform the controller of that 
legal requirement before processing, unless the 
law prohibits this on important grounds of public 
interest. Subsequent instructions may also be 
given by the controller throughout the duration of 
the processing of personal data. These instructions 
shall always be documented. 

(b) The processor shall immediately inform the 
controller if, in the processor’s opinion, 
instructions given by the controller infringe 
Regulation (EU) 2016/679 / Regulation (EU) 
2018/1725 or the applicable Union or Member 
State data protection provisions. 

7.2. Purpose limitation 

The processor shall process the personal data only for the 
specific purpose(s) of the processing, as set out in Annex II, 
unless it receives further instructions from the controller. 
 

7.3. Duration of the processing of personal data 

Processing by the processor shall only take place for the 
duration specified in Annex II. 

7.4. Security of processing 

(a) The processor shall at least implement the 
technical and organisational measures specified in 
Annex III to ensure the security of the personal 
data. This includes protecting the data against a 
breach of security leading to accidental or 
unlawful destruction, loss, alteration, 
unauthorised disclosure or access to the data 
(personal data breach). In assessing the 
appropriate level of security, the Parties shall take 
due account of the state of the art, the costs of 
implementation, the nature, scope, context and 
purposes of processing and the risks involved for 
the data subjects. 

(b) The processor shall grant access to the personal 
data undergoing processing to members of its 
personnel only to the extent strictly necessary for 
implementing, managing and monitoring of the 
contract. The processor shall ensure that persons 
authorised to process the personal data received 
have committed themselves to confidentiality or 
are under an appropriate statutory obligation of 
confidentiality. 

7.5. Sensitive data 

If the processing involves personal data revealing racial or 
ethnic origin, political opinions, religious or philosophical 
beliefs, or trade union membership, genetic data or biometric 
data for the purpose of uniquely identifying a natural person, 
data concerning health or a person’s sex life or sexual 
orientation, or data relating to criminal convictions and 
offences (“sensitive data”), the processor shall apply specific 
restrictions and/or additional safeguards. 

 

7.6. Documentation and compliance 
 

(a) The Parties shall be able to demonstrate 
compliance with these Clauses. 
 

(b) The processor shall deal promptly and adequately 
with inquiries from the controller about the 
processing of data in accordance with these 
Clauses. 

 

(c) The processor shall make available to the 
controller all information necessary to 
demonstrate compliance with the obligations that 
are set out in these Clauses and stem directly from 
Regulation (EU) 2016/679 and/or Regulation (EU) 
2018/1725. At the controller’s request, the 
processor shall also permit and contribute to 
audits of the processing activities covered by 
these Clauses, at reasonable intervals or if there 
are indications of non-compliance. In deciding on 
a review or an audit, the controller may take into 
account relevant certifications held by the 
processor. 

 

(d) The controller may choose to conduct the audit by 
itself or mandate an independent auditor. Audits 
may also include inspections at the premises or 
physical facilities of the processor and shall, 
where appropriate, be carried out with reasonable 
notice. 

 

(e) The Parties shall make the information referred to 
in this Clause, including the results of any audits, 
available to the competent supervisory 
authority/ies on request. 

7.7. Use of sub-processors 

(a) The processor has the controller’s general 
authorisation for the engagement of sub-
processors from an agreed list. The processor shall 
specifically inform in writing the controller of any 
intended changes of that list through the addition 
or replacement of sub-processors at least one 
month in advance, thereby giving the controller 
sufficient time to be able to object to such 
changes prior to the engagement of the concerned 
sub-processor(s). The processor shall provide the 
controller with the information necessary to 
enable the controller to exercise the right to 
object. 

(b) Where the processor engages a sub-processor for 
carrying out specific processing activities (on 
behalf of the controller), it shall do so by way of a 
contract which imposes on the sub-processor, in 
substance, the same data protection obligations as 
the ones imposed on the data processor in 
accordance with these Clauses. The processor shall 
ensure that the sub-processor complies with the 
obligations to which the processor is subject 
pursuant to these Clauses and to Regulation (EU) 
2016/679 and/or Regulation (EU) 2018/1725. 

(c) At the controller’s request, the processor shall 
provide a copy of such a sub- processor agreement 
and any subsequent amendments to the controller. 
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To the extent necessary to protect business secret 
or other confidential information, including 
personal data, the processor may redact the text 
of the agreement prior to sharing the copy. 

(d) The processor shall remain fully responsible to the 
controller for the performance of the sub-
processor’s obligations in accordance with its 
contract with the processor. The processor shall 
notify the controller of any failure by the sub-
processor to fulfil its contractual obligations. 

 

7.8. International transfers 

(a) Any transfer of data to a third country or an 
international organisation by the processor shall 
be done only on the basis of documented 
instructions from the controller or in order to fulfil 
a specific requirement under Union or Member 
State law to which the processor is subject and 
shall take place in compliance with Chapter  V of 
Regulation (EU) 2016/679 or Regulation (EU) 
2018/1725. 

(b) The controller agrees that where the processor 
engages a sub-processor in accordance with Clause 
7.7. for carrying out specific processing activities 
(on behalf of the controller) and those processing 
activities involve a transfer of personal data within 
the meaning of Chapter V of Regulation (EU) 
2016/679, the processor and the sub- processor 
can ensure compliance with Chapter V of 
Regulation (EU) 2016/679 by using standard 
contractual clauses adopted by the Commission in 
accordance with of Article 46(2) of Regulation (EU) 
2016/679, provided the conditions for the use of 
those standard contractual clauses are met. 

 
Clause 8 

Assistance to the controller 
 

(a) The processor shall promptly notify the controller 
of any request it has received from the data 
subject. It shall not respond to the request itself, 
unless authorised to do so by the controller. 

(b) The processor shall assist the controller in fulfilling 
its obligations to respond to data subjects’ 
requests to exercise their rights, taking into 
account the nature of the processing. In fulfilling 
its obligations in accordance with (a) and (b), the 
processor shall comply with the controller’s 
instructions 

(c) In addition to the processor’s obligation to assist 
the controller pursuant to Clause 8(b), the 
processor shall furthermore assist the controller in 
ensuring compliance with the following 
obligations, taking into account the nature of the 
data processing and the information available to 
the processor: 

(1) the obligation to carry out an assessment of 
the impact of the envisaged processing 
operations on the protection of personal 
data (a ‘data protection impact 
assessment’) where a type of processing is 

likely to result in a high risk to the rights 
and freedoms of natural persons; 

(2) the obligation to consult the competent 
supervisory authority/ies prior to 
processing where a data protection impact 
assessment indicates that the processing 
would result in a high risk in the absence of 
measures taken by the controller to 
mitigate the risk; 

(3) the obligation to ensure that personal data 
is accurate and up to date, by informing the 
controller without delay if the processor 
becomes aware that the personal data it is 
processing is inaccurate or has become 
outdated; 

(4) the obligations in Article 32 Regulation (EU) 
2016/679/. 

(d) The Parties shall set out in Annex III the 
appropriate technical and organisational measures 
by which the processor is required to assist the 
controller in the application of this Clause as well 
as the scope and the extent of the assistance 
required. 

 
Clause 9 

Notification of personal data breach 
 
In the event of a personal data breach, the processor shall 
cooperate with and assist the controller for the controller to 
comply with its obligations under Articles 33 and 34 Regulation 
(EU) 2016/679 or under Articles 34 and 35 of Regulation (EU) 
2018/1725, where applicable, taking into account the nature 
of processing and the information available to the processor. 
 

9.1 Data breach concerning data processed by the 
controller 

In the event of a personal data breach concerning data 
processed by the controller, the   processor shall assist the 
controller: 

(a) in notifying the personal data breach to the 
competent supervisory authority/ies, without 
undue delay after the controller has become 
aware of it, where relevant/(unless the personal 
data breach is unlikely to result in a risk to the 
rights and freedoms of natural persons); 

(b) in obtaining the following information which, 
pursuant to Article 33(3) Regulation (EU) 
2016/679/, shall be stated in the controller’s 
notification, and must at least include: 

(1) the nature of the personal data including 
where possible, the categories and 
approximate number of data subjects 
concerned and the categories and 
approximate number of personal data 
records concerned; 

(2) the likely consequences of the personal 
data breach; 

(3) the measures taken or proposed to be taken 
by the controller to address the personal 
data breach, including, where appropriate, 
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measures to mitigate its possible adverse 
effects. 

Where, and insofar as, it is not possible to provide all this 
information at the same time, the initial notification shall 
contain the information then available and further information 
shall, as it becomes available, subsequently be provided 
without undue delay. 

(c) in complying, pursuant to Article 34 Regulation 
(EU) 2016/679, with the obligation to 
communicate without undue delay the personal 
data breach to the data subject, when the 
personal data breach is likely to result in a high 
risk to the rights and freedoms of natural persons. 

9.2 Data breach concerning data processed by the 
processor 

In the event of a personal data breach concerning data 
processed by the processor, the processor shall notify the 
controller without undue delay after the processor having 
become aware of the breach. Such notification shall contain, 
at least: 

(a) a description of the nature of the breach 
(including, where possible, the categories 
and approximate number of data subjects 
and data records concerned); 

(b) the details of a contact point where more 
information concerning the personal data 
breach can be obtained; 

(c) its likely consequences and the measures 
taken or proposed to be taken to address 
the breach, including to mitigate its 
possible adverse effects. 

Where, and insofar as, it is not possible to provide all this 
information at the same time, the initial notification shall 
contain the information then available and further information 
shall, as it becomes available, subsequently be provided 
without undue delay. 
The Parties shall set out in Annex III all other elements to be 
provided by the processor when assisting the controller in the 
compliance with the controller’s obligations under Articles 33 
and 34 of Regulation (EU) 2016/679. 
 

 
SECTION III – FINAL PROVISIONS 

 
Clause 10 

Non-compliance with the Clauses and termination 
 

(a) Without prejudice to any provisions of Regulation 
(EU) 2016/679 and/or Regulation (EU) 2018/1725, 
in the event that the processor is in breach of its 
obligations under these Clauses, the controller 
may instruct the processor to suspend the 
processing of personal data until the latter 
complies with these Clauses or the contract is 
terminated. The processor shall promptly inform 
the controller in case it is unable to comply with 
these Clauses, for whatever reason. 

(b) The controller shall be entitled to terminate the 
contract insofar as it concerns processing of 
personal data in accordance with these Clauses if: 

(1) the processing of personal data by the 
processor has been suspended by the 

controller pursuant to point (a) and if 
compliance with these Clauses is not 
restored within a reasonable time and in 
any event within one month following 
suspension; 

(2) the processor is in substantial or persistent 
breach of these Clauses or its obligations 
under Regulation (EU) 2016/679 and/or 
Regulation (EU) 2018/1725; 

(3) the processor fails to comply with a binding 
decision of a competent court or the 
competent supervisory authority/ies 
regarding its obligations pursuant to these 
Clauses or to Regulation (EU) 2016/679 
and/or Regulation (EU) 2018/1725. 

(c) The processor shall be entitled to terminate the 
contract insofar as it concerns processing of 
personal data under these Clauses where, after 
having informed the controller that its instructions 
infringe applicable legal requirements in 
accordance with Clause 7.1 (b), the controller 
insists on compliance with the instructions. 

(d) Following termination of the contract, the 
processor shall, at the choice of the controller, 
delete all personal data processed on behalf of the 
controller and certify to the controller that it has 
done so, or, return all the personal data to the 
controller and delete existing copies unless Union 
or Member State law requires storage of the 
personal data. Until the data is deleted or 
returned, the processor shall continue to ensure 
compliance with these Clauses. 

 
 
Part II 

1. ADDITIONAL TERMS  

For the avoidance of doubt, the parties agree that the terms of this 
Part II are not intended to amend or modify the terms of Part I in a 
way that directly or indirectly contradicts the Clauses of Part I or 
detracts from the fundamental rights or freedoms of data subjects. In 
the event of inconsistencies between Part II and Part I the provisions 
of Part I shall prevail. Provisions of Part II shall however remain valid 
to the extent that they do not contradict but merely supplement the 
provisions of Part I. 

2. NOTICES 

Makersite may give notices under these Data Privacy Terms by posting 
a notification through the Platform, by email to Customer’s registered 
contact address, or as otherwise provided in the Agreement. Notices 
regarding sub-processor changes may be given by updating the sub-
processor list and providing Customer with a notification mechanism 
to receive alerts of changes. Customer is responsible for registering 
and maintaining a current contact point to receive such notifications. 

3. AUDITS 

The audits in section 7.6 of Part I shall be carried out in accordance 
with the following terms: An audit may only be conducted if Makersite 
is not able to show compliance with his obligations by providing 
documentation, existing audit reports and/or appropriate 
certifications (such as ISO 27001). To the extent Customer’s audit 
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requirements cannot reasonably be satisfied through documentation, 
audit reports, or compliance information, Makersite will promptly 
respond to Customer’s additional audit instructions. Before the 
commencement of an audit, Customer and Makersite will mutually 
agree upon the scope, timing, duration, control and evidence 
requirements, and fees for the audit, provided that this requirement 
to agree will not permit Makersite to unreasonably delay performance 
of the audit. Such audit shall be conducted by the Customer itself or 
through third parties commissioned by the Customer during regular 
business hours and may not unreasonably interfere with Makersite's 
business activities. The audit shall be subject to Makersite's duties of 
confidentiality owed to any of its customers or employees and shall 
not extend to Makersite's subMakersites. The Customer or third-party 
auditor will agree in writing to maintain confidentiality. 
 

4. COUNTRY-SPECIFIC TERMS 

4.1. United Kingdom: To the extent that Makersite  processes 
personal data on behalf of the Customer that is subject to UK 
Data Protection Laws (meaning the UK GDPR (which has the 
meaning given in section 3(10) (as supplemented by section 
205(4)) of the Data Protection Act 2018), the UK Data 
Protection Act 2018 and any other laws of the United Kingdom 
or part of the United Kingdom which relate to the protection 
of personal data), a reference to: 

a. a provision to or chapter of the General Data Protection 
Regulation or Regulation (EU) 2016/679 in this DPA shall be 
deemed to include equivalent provisions of the UK GDPR.  

b. "Union or Member State law" shall be deemed to refer to the 
laws of the United Kingdom.  

c. "Union or Member State" shall be deemed to refer to the United 
Kingdom  

4.2. United States: California Consumer Privacy Act (CCPA) 
If Makersite is processing Personal Data within the scope of the 
CCPA, Makersite makes the following additional commitments 
to Customer. Makersite will process Customer Data, 
Professional Services Data, and Personal Data on behalf of 
Customer and, not retain, use, or disclose that data for any 
purpose other than for the purposes set out in the DPA Terms 
and as permitted under the CCPA, including under any “sale” 
exemption. In no event will Makersite sell any such data. These 
CCPA terms do not limit or reduce any data protection 
commitments Makersite makes to Customer in the DPA Terms, 
Product Terms, or other agreement between Makersite and 
Customer. 

5. LIABILITY 

The liability provisions of the Agreement apply to these Data Privacy 
Terms. Each party’s aggregate liability arising out of or in connection 
with these Data Privacy Terms is subject to the limitations and 
exclusions set out in the Agreement. 
 

ANNEX I — LIST OF PARTIES 

These Data Privacy Terms are between: 
 
Customer (Controller): The customer entity named in the Agreement. 
Customer’s name, address, and contact details are as set out in the 
Agreement and/or collected during Customer’s onboarding process. 
Customer acts as Controller for the processing activities carried out by 
Makersite under these Data Privacy Terms. 
 
Makersite (Processor): Makersite GmbH, Königstraße 43b, 70173 
Stuttgart, Germany. Data protection enquiries should be directed to: 
dsb.makersite@cortina-consult.de. Makersite acts as Processor, 
processing personal data on behalf of Customer. 
 

ANNEX II — DESCRIPTION OF PROCESSING OPERATIONS 

Categories of Data Subjects 
Personal data processed under these Data Privacy Terms may relate to 
the following categories of data subjects: 

a. Employees and Makersites of Customer 
b. Suppliers and business partners of Customer 
c. Other individuals whose personal data Customer uploads or 

connects to the Platform 
 
Categories of Personal Data 
The personal data processed may include: 

a. Contact and user information: name, email address, postal 
address, phone number, time zone 

b. System access and usage data: login credentials, access logs, 
usage records, and other application-specific data entered 
into the Platform 

c. Any further personal data that Customer uploads to or 
connects with the Platform 

 
The Platform is not intended for the processing of Sensitive Personal 
Data. Customer must not upload or connect any Sensitive Personal 
Data to the Platform. 
 
Nature and Purpose of Processing 
Makersite and its sub-processors will process personal data to provide 
the Platform and associated services under the Agreement, including: 

a. Hosting and making the Platform available to Customer’s 
Authorised Users (cloud services); and 

b. Administration, configuration, maintenance, and support 
activities requiring access to personal data (support and 
professional services). 

 
Duration of Processing 
Personal data will be retained for the duration of the Agreement. 
Customer may rectify, erase, or restrict the processing of personal 
data through the Platform’s functionality, or by instructing Makersite 
in writing. 
 
Frequency of Transfer 
Where the services involve cloud hosting, Makersite continuously hosts 
personal data on Customer’s behalf. Where the services involve 
support activities, Makersite accesses personal data only as required 
to provide the relevant service. 
 

ANNEX III — TECHNICAL AND ORGANISATIONAL MEASURES 

 
The following technical and organisational measures (TOMs) are 
implemented by Makersite and its sub-processors to protect the 
security and confidentiality of personal data processed under these 
Data Privacy Terms. 
 
Physical and Environmental Security 
Makersite implements appropriate measures to prevent unauthorised 
physical access to data processing equipment and facilities. Data 
centres used to host Customer personal data are secured by restricted 
physical access controls, monitored, and audited for under ISO/IEC 
27001 and ENX TISAX compliance. Maintenance activities in data 
centre environments are carried out only by authorised personnel. 
 
Access Control 
Makersite implements role-based access controls and least-privilege 
principles across its systems. Access to personal data is restricted to 
personnel who require it to perform their duties. Makersite uses secure 
authentication protocols including multi-factor authentication and 
single sign-on (SSO). Access rights are reviewed regularly and revoked 
without undue delay upon termination of employment or contract. 
Password policies are enforced technically, including complexity and 
rotation requirements. Makersite maintains a record of personnel 
authorised to access systems containing personal data. 
 
Data Separation 
Customer data is logically separated from the data of other customers. 
Each customer’s data is stored in a separate database, and access 

mailto:dsb.makersite@cortina-consult.de
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controls ensure that only authorised users can access it. Production 
and non-production environments are logically separated. 
 
Encryption 
Customer personal data is encrypted in transit using TLS 1.2 or higher 
and encrypted at rest using AES-256 or equivalent. Makersite uses 
secure key management practices to protect encryption keys. 
 
Availability and Backup 
Makersite maintains a comprehensive backup strategy with both online 
and offline backups, replicated across multiple availability zones. 
Backup and disaster recovery procedures are regularly tested. 
Emergency response protocols are maintained to ensure rapid recovery 
in the event of a system failure or data incident. 
 
Network and Transmission Security 
Makersite’s systems are continuously monitored for anomalous or 
malicious network activity using firewalls, intrusion detection and 
prevention systems, proxy servers, and SIEM tools. Network 
connections are protected using industry-standard encrypted 
protocols. Network topologies and security requirements are 
documented and reviewed regularly. 
 
Operations Security 
Makersite maintains and implements an information security 
framework aligned with ISO/IEC 27001 and ENX TISAX. Security-
relevant events are logged and monitored continuously. Systems are 
regularly scanned for vulnerabilities, and a formal patch management 
process is in place. A change management process governs 
modifications to systems and applications. Hardware and storage 
media are irretrievably erased before disposal or reuse. 
 
Incident Management 
Makersite maintains an incident response process covering: records of 
security incidents; customer notification procedures; defined roles 
and responsibilities in the event of a breach; and coverage of all 
critical system components. Security incidents are investigated and 
remediated by Makersite’s security and operations personnel. 
 
Human Resource Security 
All Makersite personnel with access to personal data are bound by 
confidentiality obligations and receive regular data protection and 
security training. A formal offboarding process ensures access rights 
are revoked promptly when employment or engagement ends. 
 
Data Protection Management 
Makersite’s TOMs are regularly reviewed and tested by external 
auditors as part of its Security and Privacy Compliance Programme, 
including annual ISO/IEC 27001 audits and targeted risk assessments. 
No personal data is processed by Makersite without documented 
instructions from Customer. 
 

ANNEX IV — LIST OF APPROVED SUB-PROCESSORS 

 
The following sub-processors are approved by Customer for use in 
connection with the Platform and services provided under the 
Agreement. Makersite will maintain an up-to-date version of this list 
and will notify Customer of any intended additions or changes in 
accordance with Section 7 of these Data Privacy Terms. 
 

Sub-
processor 

Address / Contact Service / Location Personal Data 
Access 

Amazon Web 
Services 
EMEA SARL 

38 Avenue John F. 
Kennedy, L-1855 
Luxembourg 
privacy@amazon.co
m  

Cloud hosting — EU (or 
Customer-selected 
region) 

Personal data as 
per Annex II 

Atlassian B.V. Singel 236, 
Amsterdam, NL 
privacy@atlassian.co
m  

Project management 
(JIRA) — EU 

Project-related 
and team data; 
limited to 
Customer-
defined scope 

Attive ApS Cæciliavej 52, 2500 
Copenhagen Valby, 
Denmark 
CVR no. 45 51 65 63 

GTM Analytics Platform, 
EU 

Data processed is 
limited to 
customer 
representatives 

 
security@attive.ai   
 
https://attive.ai/pri
vacy-policy  

and authorized 
business 
contacts only 

Cloudflare, 
Inc. 

101 Townsend St, 
San Francisco, CA 
94107 
privacyquestions@cl
oudflare.com  

Web application 
firewall, CDN, DDoS 
mitigation — global PoPs 
(EU Data Privacy 
Framework - Active) 

Traffic and 
security log 
data; minimal 
personal data 
per Annex II 

Epignosis UK 
Ltd 
(TalentLMS) 

1 Fore Street 
Avenue, London 
EC2Y 9DT 
privacy@talentlms.c
om  

Learning management 
system — AWS EU 

User and 
instructor data 
for training 

GitHub, Inc. 88 Colin P. Kelly Jr. 
Street, San 
Francisco, CA 94107 
privacy@github.com  

Code repository and 
collaboration — US (EU 
Data Privacy Framework- 
Active) 

Repository, log, 
and support data 

Gong.io Inc. 201 Spear Street, 
Suite 1650, San 
Francisco, CA 94105 
privacy@gong.io  

Revenue intelligence — 
AWS EU (EU Data Privacy 
Framework- Active) 

Personal data of 
customer 
representatives 
and business 
contacts 

Hotjar Ltd Dragonara Business 
Centre, St Julian’s 
STJ 3141, Malta 
dpo@hotjar.com  

User analytics — EU 
(Ireland) 

Device and 
session data 

HubSpot 1 Sir John 
Rogerson’s Quay, 
Dublin 2, Ireland  
privacy@hubspot.co
m  

Customer account 
management — EU 

Customer 
account and 
communications 
data 

Microsoft 
Corporation 

One Makersite Way, 
Redmond, WA 
98052, USA  
Privacy support and 
requests 
 
https://www.micros
oft.com/licensing/d
ocs/view/microsoft-
products-and-
services-data-
protection-
addendum-dpa 

Cloud hosting, 
productivity services, 
and AI platform services 
(Azure AI Foundry) — EU 
or Customer-selected 
region; EU Data Privacy 
Framework - Active 

Access to 
personal data for 
hosting per 
controller 
direction and 
productivity 
Access to the 
personal data, 
and AI-assisted 
functionality as 
per Annex II. 
 

Okta, Inc. 
(Auth0) 

100 First Street, 6th 
Floor, San Francisco, 
CA 94105, United 
States  
 
privacy@okta.com   
 
https://www.okta.c
om/privacy-policy/  

Identity and access 
management / 
authentication platform 
(Auth0), EU or customer-
selected region 
EU-U.S. Data Privacy 
Framework: Active 

User profile data, 
credentials, 
authentication 
metadata, and 
session 
information as 
per Annex II.  
 
 

Snowflake 
Inc. 

106 East Babcock 
Street, Suite 3A, 
Bozeman, MT 59715, 
USA 
privacy@snowflake.c
om  

Cloud data warehousing 
and analytics — EU or 
regional (EU Data 
Privacy Framework - 
Active) 

Data storage and 
analytics per 
Annex II 

Xoriant UK 
Limited 

429-433 Pinner 
Road, North Harrow, 
Middlesex HA1 4HN, 
UK 
info@xoriant.com  

External development 
and QA — EU/UK 

Project and 
customer 
representative 
data 
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